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Multimodal Smart Contract Vulnerability Detection Enhanced by
Large Language Model Semantics
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Abstract: The rapid advancement of large language models (LLMs) has created new opportunities for smart contract
vulnerability detection. To exploit LLMs’ semantic understanding while overcoming single-modal limitations, a multimodal
smart contract vulnerability detection method (MVul-L) is proposed. The proposed method integrates textual, structural, and
visual modalities for comprehensive modeling of smart contracts. First, a task prompting template for LLM-based vulnera-
bility detection is designed. It contains seven key fields that clearly define analytical objectives, prompting strategies, and in-
put-output specifications, reducing model understanding bias. Second, a semantic-enhanced textual feature extraction meth-
od based on LLM reasoning and CodeBERT encoding is developed. The LLM interprets contract logic through the task tem-
plate and generates semantically annotated textual outputs. Both source code and annotations are fed into CodeBERT to ob-
tain enriched textual representations. Finally, a graph attention network (GAT) and a convolutional neural network (CNN)
are employed to model structural and visual features, respectively. A Transformer-based multimodal fusion mechanism is
further adopted to achieve deep cross-modal integration. Experimental results on public datasets demonstrate that the overall
performance of MVul-L surpasses existing methods. In reentrancy, timestamp dependency, and integer overflow vulnerabili-
ty detection tasks, the F1 score is improved by 3.51%~9.40%, confirming the effectiveness of the proposed method.
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MVul-L 97.10 96.31 91.22 93.68 93.25 90.31 87.45 88.83 94.59 93.11 90.19 91.62

e LR B R4 2R

LHER AT o ARG T B RS A7 eI fE
JIA KMl KGR 5 A ] AR Al S ) Slither 7 A]
HA R AL R B, 32 g T N 3R 3 1 20 A

J7 3 ; Oyente I Mythril 47 %5 5 19 74 101 8, {FUHG 5 2 A
X 52 R o s I A8 S v 1) A A 0 2 SR AT, R WX
U X 7 SCRR R BOR B R . WA T ER SRR



o2 W JRRHE S < BT O AL S o ) AR RE A 2 I IR A DN D7 5 729

(a) AT AR (b) B T AR A U ] () EH i
(a) Reentrancy (b) Timestamp dependency (c) Integer overflow
B3 S50 iR T B AT

Figure 3 Comparison with traditional vulnerability detection tools
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B W50 T A% 40 T H AR 7k RE KT AS R4 28 I 28 %t & 24 18 3 47 A5 5 VulnSense
Q) HRETHREFIWITEXN L, A5 HE  RAUZSEEN Ik 6 BE B ASCORE BT
TR 22 3 19 )7 7% (Rechecker .DR-GCN ., TMP , DA- TMF-Net i 12 Transformer ¥ SCAFEAE | & 47 AiE 140 50
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Table 4 Comparison with deep learning—based methods unit: %
ik A A G ] (] AL A BB Y
ACC PRE REC F1 ACC PRE REC F1 ACC PRE REC F1

Rechecker 71.43 60.18 | 54.27 | 57.02 | 7326 | 69.57 | 59.38 64.06 | 69.84 | 66.18 | 60.47 | 63.19
DR-GCN 74.68 | 7624 | 5897 | 66.55 | 74.17 | 69.86 | 75.48 72.58 | 7236 | 68.79 | 71.18 | 69.96
T™MP 76.42 | 74.60 | 66.91 70.43 | 77.65 78.64 | 74.98 76.75 76.29 | 75.45 71.58 | 73.45
DA-GNN 79.18 | 7729 | 69.48 | 73.19 | 80.27 80.97 | 77.68 79.30 | 77.86 | 76.47 | 70.89 | 73.58
VulnSense 84.37 83.18 80.69 81.92 | 87.29 86.48 82.19 | 84.28 86.57 84.68 | 79.87 82.22
TMF-Net 88.47 82.67 88.97 85.72 | 91.17 84.38 86.29 | 85.32 | 87.68 83.19 | 79.48 81.29
MVul-L 97.10 | 96.31 91.22 | 93.68 | 93.25 | 90.31 87.45 | 88.83 | 9459 | 93.11 90.19 | 91.62
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Figure 4  Comparison with deep learning-based methods
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3.3 ZRERBIERIESEE(RQ2)
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T-only : LI B SCABR S RRAIE , 56 42 20 IR 454
AEAF R

G-only : {fdf i 1] 1t 25 ) 28 X 5 249 &5 44 9 47 2

L AN R A 1 1 SCRHIE 5 6 R A o

V-only : {% F] F 3 T RGB e 5 19 ¥ 52 45118, 4 35
A HEFER

SEHSZE AN S FR AT T o R
AR P B8 YK F MVul-L, T-only 5 G-only A 3 i 4%
. AR G ab il R 5, HFLETE ] 5 A
10 8 R 7 R U R i /i £ N 2 78 i
BEAS, X U B LLM {45 SCAR RS W 2 10 . 28 By
R, AlE = 2EEIS A0 MVul-L 76 4T 55 o YW BUS e 45
o XR I SRS TR NG BE S AT RULE A SCAS T SUFRRAE
&1 45 ke 45 B DA S o 45 53R 3k, DA B2 A il P i

£S5 AREMEEHRERE B %
Table 5 Comparison of different modalities unit: %
Wik AL AR P T A8 35 s ) HEHC I
- ACC PRE REC F1 ACC PRE REC F1 ACC PRE REC F1
T-only 62.87 65.94 47.38 55.12 74.92 70.58 59.63 64.64 70.68 61.34 49.82 54.83
G-only 69.84 69.21 50.12 58.14 75.63 68.74 77.08 72.65 77.19 76.58 59.21 66.82
V-only 66.91 66.24 47.59 55.36 72.48 73.11 65.02 68.83 74.06 56.71 75.19 64.68
MVul-L 97.10 96.31 91.22 93.68 93.25 90.31 87.45 88.83 94.59 93.11 90.19 91.62
VLB A e
3.4 CodeBERT 5 Hfth 52 gyt bk 336 (RQ3) =L

J T #E— B CodeBERT 7E % -4 24 I 17 46 I
155 h A M AR SOV 5 At 32 SRS R HE AT T %
FeSEB . 4  PE B GraphCodeBERT ™ Hl CodeT5 1
P R4 GraphCodeBERT J& T ob ¥ B T 0TI 25
FEHY | CodeTS J& T seq2seq fUAG Y AR 7Y . — AL
FE T ARSI S b 2R DL 4R 2R, DR AR Sk
PR30 T A AR R A b o A R TR A R 4 sk
IS E T X L, PR AN [ ER AE A SO ik By MR

SCE AR R 6 R, AT AT o GraphCode-
BERT 5 CodeT5 [ % {4 1 & [ %% CodeBERT W £
T, PR AR AT 55 B 82 X P AR RS AT LLM 3 S R
15 3CAR G it | i AN S 10E A7 45 A A i 2 i o o B,
5 GraphCodeBERT 1) 45 #4) L ¥\ 4% il 3 554k , CodeT5 1)
A BCRE ) TC T R A BE R . 8 LT iR, Code-
BERT 1 g 58 it 7 20 040 4 1 2 % il 6 1 A HE 28 1 75
R BIATE & 2% AR R AS 255 o S s ME Ik RE R 7«

Fo6 AEEBPR LR BT %
Table 6 Comparative experiments on different models unit: %
Wik A E A P [ R85 v 1) RERIR H I R
ACC PRE REC F1 ACC PRE REC F1 ACC PRE REC F1
GraphCodeBERT 95.01 84.62 95.03 89.53 94.88 93.12 93.54 93.33 96.21 88.34 95.02 91.53
CodeT5 95.23 85.41 95.28 90.07 95.02 93.87 93.92 93.89 96.18 88.95 95.14 91.91
MVul-L (CodeBERT) 97.10 96.31 91.22 93.68 93.25 90.31 87.45 88.83 94.59 93.11 90.19 91.62
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Jg 7 i — R EAS[E LLM X MVul-L 4 5% 0, A<
SCEETE T ASTA LLM [ 6 He S5 o se s w20 9 R
GPT-3.5-turbo 5 DeepSeek-V3 52 3 I 1l 46 0 1% 45, 4
FRHA A Y 5 S8 E AL,

SCERLE RN T TN T AR o AR MVul-L
(DeepSeek-V3 ) B G I 35 S A T GPT-3.5-turbo , J R FE
T DeepSeek-V3 X i SCAT: 55 i /s 1B i 5 $ 7 5 ek 19 28

it B R ER , BB A A T U T T S5 1 1 ST, DA T 1
SR SCAREAS W FRIRRE T1 o 28 DT, 78 LU SR A% O
HIAE S5 T, ASTR Y LLM 52 30 M A S0 45 SRR ]
3.6 ESRERERAZZMMESEIE (RQS)
R R FEAT: 55 $ R AR AE MVul-L o 7B H AR SC
PE— BT T IS, X AR = R A AR A
No-Desc : 56 4 B 25 ¥ {0 AT 55 8 n A A, B H2
JRACHS B A LLM , 345 B AT 55 .
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Table 7 Comparative experiments on different LLMs unit: %
- Al T AR s ) B AR A s ) F RS IR
ACC PRE REC F1 ACC PRE REC F1 ACC PRE REC F1
GPT-3.5-turbo 86.01 84.72 83.18 83.94 87.96 85.63 81.92 83.74 87.62 80.11 84.96 82.47
MVul-L (DeepSeek-V3) 97.10 96.31 91.22 93.68 93.25 90.31 87.45 88.83 94.59 93.11 90.19 91.62

T DA B S fre R4 2R

No-Tag: 2 BrAn2E (5 2, BIAR B AT 55 45 7= AR 19
F ARG, (AN B AL 0] G e A i ) T I B 25

No-Prompt : 2 B 4 75 W& , RIS X LLM 4T % g
515,

S AE RN R 8 PR, AT AR o No-Desc 4 14
e B e o I, 7R B0 LB TR T ARSI R FLAEAC

79.60% . No-Tag [ BE R AR T 8 SE BT AY |, (H A& (A7) {1
Fr# K . No-Prompt i 1 G R BE A 0 F B, nl &
ARV [i) 8 AR 58 U T A9 T 1A 24K T MVul-1L, 58 B 48
NSRS AT RO LLM B PERE . 45 LTIk AT SRR
BEOMR K #5 1 SCHEVE T, He b 7R 3R s 7 42 T LM 4
A7 1T BTk K, AR S A R STR R /DN o

®8 (KRBT MVul-LESIE BL:%
Table 8 Impact of the task prompt template on MVul-L unit: %
otk QN I (] AT A ) R Y
ACC PRE REC F1 ACC PRE REC Fl1 ACC PRE REC F1

No-Desc 86.42 81.37 85.92 83.58 88.15 82.46 84.71 83.57 85.63 80.28 78.94 79.60
No-Tag 90.87 84.69 90.14 87.33 91.24 88.73 89.52 89.12 93.16 85.91 91.27 88.51
No-Prompt 88.03 82.91 87.48 85.13 90.46 83.94 86.12 85.01 88.92 83.67 81.05 82.34
MVul-L 97.10 96.31 91.22 93.68 93.25 90.31 87.45 88.83 94.59 93.11 90.19 91.62

TE AR A B L4 2R
3.7 FHERAAXMBRMESLLE (RQS6)

AN ER W Z SR G EARI L. A s
U ORFF— B S8 S R AP PE S AT S A
X LG 2 T vk BB FRAE PF 82 (Direct Feature Concat-
enation, FDC) , B2 A RRIE 0] i PR I — K
[m] 1 5 K5 AE AL P 4% (Feature Weighted Concatenation ,
FWC) , 75 FH2 Hip 0 4 R 2 70 BO e e AT

SLEARME B, A Hr AT o MVul-L 33 3%
T FDCH FWC PRI 73k o FDC J5 i AR A ] 5 B
Fz B BEURRAE AN SCACRRAE B 42 R B FWC AE PRHE TS|
A TACHE G AHAS BT AR IH 5 2 XoF 5488 25 H0M ¢ 5
AR E. #HIEEZ T, MVul-L 2R B /) % F Trans-
former Al A& 7 R . 27 LR, MVul-L fir %
FH %) 3 F Transformer A9 @il & 7 20 0T LUAT 80l & 2 B
BAF R PR THIR AT R BB 2 e T B A fiE

AN | = TR

F9 AEFEEF AR LW B %
Table 9 Comparative experiments on different fusion methods unit: %
AT A E AR P T R A 5 s ) RS H
ACC PRE REC F1 ACC PRE REC F1 ACC PRE REC F1
FDC 80.94 72.18 73.64 72.90 70.83 76.41 71.26 73.75 70.12 63.47 57.92 60.56
FWC 84.36 86.02 72.95 78.93 83.91 76.38 77.64 77.01 83.48 74.62 73.18 73.89
MVul-L 97.10 96.31 91.22 93.68 93.25 90.31 87.45 88.83 94.59 93.11 90.19 91.62
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